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DETAILED ACTION 
Claim Rejections - 35 USC § 101 

1 . 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

2. Claims 15-18 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Data structures not claimed as embodied in 
computer-readable media are descriptive material per se and are not statutory because 
they are not capable of causing functional change in the computer. See MPEP 2106.01 
and e.g., Warmerdam, 33 F.3d at 1361, 31 USPQ2d at 1760. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1 -1 8 are rejected under 35 U.S.C. 1 02(b) as being anticipated by Akachi 
(US 7,069,436). 

5. With respect to claim 1 , Akachi discloses a first terminal that encrypts a payload 
of a broadcast frame and that transmits the broadcast frame (a transmitter encrypts the 
broadcast data, col. 1 , lines 24-25); and a second terminal that receives the broadcast 
frame and that decodes the payload of the broadcast frame (the subscribers decode the 
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received encrypted signals using the private key, col. 1, lines 26-28), where in the first 
terminal encrypts the payload of the broadcast frame using a broadcast encryption key 
of the first terminal (a private key is given in advance, col. 1, line 23), and the second 
terminal decodes the payload of the broadcast frame using the broadcast encryption 
key of the first terminal (the subscribers decode the received encrypted signals using 
the private key, which permits only those subscribers who have contracted for reception 
to watch and listen to the broadcast, col. 1, lines 25-29). 

6. With respect to claim 2, Akachi discloses an encryption-key management list 
table having at least an encryption-key management list comprising a set of a terminal 
identifier of the first terminal and the broadcast encryption key of the first terminal (The 
device 113 includes an encryption key table storage unit 1 13A for storing an encryption 
key table in the form of a diagram oriented to the encryption key assigned to each MAC 
address, col. 13, lines 16-19); means for searching the encryption-key management list 
table based on the terminal identifier of the first terminal included in a start-terminal 
identifier of the received broadcast frame to extract the corresponding broadcast 
encryption key of the first terminal (When it is necessary to encrypt the data located in 
the payload, such as for an IP packet, the transmission processing device 113 retrieves 
an encryption key assigned to the MAC address of the terminal 124i for arrangement 
within the section header. The encryption key is retrieved from the encryption key table 
stored in the encryption key table storage unit 1 13A and is used to encrypt an IP packet 
arranged in the payload of that section, col. 13, lines 36-44); and means for decoding 
the payload of the broadcast frame using the extracted broadcast encryption key of the 
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first terminal (the decoding unit 34 refers to a key table 37, using the MAC address of 
the information processing device 22, to obtain a decoding key from the key table 28. 
The decoding unit 34 then decodes the data stream D31 using the decoding key and 
supplies the resultant decoded data D34 to the checker 35, col. 6, lines 47-52). 

7. With respect to claim 3, Akachi discloses a generated-key table that stores the 
broadcast encryption key of the first terminal (key table, fig. 2, element 37); means for 
encrypting the payload of the broadcast frame using the broadcast encryption key of the 
first terminal stored in the generated-key table (When it is necessary to encrypt the data 
located in the payload, such as for an IP packet, the transmission processing device 

1 13 retrieves an encryption key assigned to the MAC address of the terminal 124i for 
arrangement within the section header. The encryption key is retrieved from the 
encryption key table stored in the encryption key table storage unit 1 13A and is used to 
encrypt an IP packet arranged in the payload of that section, col. 13, lines 36-44); and 
means for transmitting the encrypted broadcast frame (A transmitter encrypts the 
broadcast data, using the private key, and transmits the data via a satellite, col. 1 , lines 
24-26). 

8. With respect to claim 4, Akachi discloses a terminal comprising: an encryption- 
key management list table having at least one encryption-key management list 
comprising a set of a terminal identifier of a different terminal and a broadcast 
encryption key of the different terminal (key table, fig. 2, element 37); means for 
searching the encryption-key management list table for the encryption-key management 
list including a start-terminal identifier of a received broadcast frame to extract the 
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corresponding broadcast encryption key (wherein a table is searched to determine 
whether said read address indicates that said portion of said received data is intended 
for said group or is intended solely for said respective one of said plurality of processing 
devices, and when said portion of said received data is encrypted, said table is again 
searched to locate said stored address that coincides with said read address and then a 
decryption key corresponding to said stored address is retrieved, said decryption key 
being retrieved only when a stored value associated with said decryption key indicates 
that said decryption key is in a valid state, col. 22, lines 37-47); and means for decoding 
a payload of the broadcast frame using the extracted broadcast encryption key (When it 
is necessary to encrypt the data located in the payload, such as for an IP packet, the 
transmission processing device 113 retrieves an encryption key assigned to the MAC 
address of the terminal 124i for arrangement within the section header. The encryption 
key is retrieved from the encryption key table stored in the encryption key table storage 
unit 1 1 3A and is used to encrypt an IP packet arranged in the payload of that section, 
col. 13, lines 36-44). 

9. With respect to claim 5, Akachi discloses an encryption-key management list 
table having at least one encryption-key management list that stores a unicast 
encryption key between said terminal and a different terminal and a broadcast 
encryption key of the different terminal in association with a terminal identifier of the 
different terminal (key table, fig. 2, element 37and col. 13, lines 16-19); means for, when 
an end-terminal identifier of a received frame is a broadcast address, searching the 
encryption-key management list table for the encryption-key management list including 



Application/Control Number: 10/509,872 Page 6 

Art Unit: 2132 

a start-terminal identifier of the frame to extract the corresponding broadcast encryption 
key as an encryption key, and when the end-terminal identifier of the received frame is 
other than a broadcast address, searching the encryption-key management list table for 
the encryption-key management list including a start-terminal identifier of the frame to 
extract the corresponding unicast encryption key as the encryption key (col. 22, lines 
37-47); and means for decoding a payload of the frame using the extracted encryption 
key (col. 13, lines 36-44). 

1 0. With respect to claim 6, Akachi discloses a generated-key table that stores a 
broadcast encryption key of said terminal (key table, fig. 2, element 37and col. 1 3, lines 
1 6-1 9); means for encrypting a payload of a broadcast frame using the broadcast 
encryption key (col. 1, lines 24-25); and means for transmitting the encrypted broadcast 
frame (col. 1, lines 24-26). 

1 1 . With respect to claim 7, Akachi discloses a generated-key table that stores a 
broadcast encryption key of said terminal (key table, fig. 2, element 37and col. 13, lines 
16-19); an encryption-key management list table having at least one encryption-key 
management list that stores a unicast encryption key between said terminal and a 
different terminal in association with a terminal identifier of the different terminal (The 
transmission processing device 13 stores an encryption key correspondence table 
which holds the Media Access Control (MAC) addresses, namely the identification 
numbers corresponding to the respective information processing devices 22, and which 
holds the private keys that correspond to each of the MAC addresses, col. 5, lines 58- 
63); means for, when a frame to be transmitted is a broadcast frame, encrypting a 
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payload of the broadcast frame using the broadcast encryption key of the generated-key 
table, and when the frame to be transmitted is a unicast frame, searching the 
encryption-key management list table for the encryption-key management list including 
an end-terminal identifier of the unicast frame to encrypt a payload of the unicast frame 
using the corresponding unicast encryption key (col. 22, lines 37-47); and means for 
transmitting the encrypted frame (col. 1, lines 24-26). 

1 2. With respect to claim 8, Akachi discloses means for encrypting a terminal 
identifier and a broadcast encryption key of said terminal using a unicast encryption key 
of a transmission-destination terminal (a transmitter encrypts the broadcast data, col. 1 , 
lines 24-25); and means for transmitting the encrypted terminal identifier and broadcast 
encryption key of said terminal to the transmission-destination terminal (A transmitter 
encrypts the broadcast data, using the private key, and transmits the data via a satellite, 
col. 1, lines 24-26). 

13. With respect to claim 9, Akachi discloses an encryption-key management list 
table having at least one encryption-key management list that stores a broadcast 
encryption key of a different terminal in association with a terminal identifier of the 
different terminal (col. 5, lines 58-63); means for encrypting the encryption-key 
management list using a unicast encryption key of a transmission-destination terminal 
(encrypts the broadcast data, col. 1 , lines 24-25); and means for transmitting the 
encrypted encryption-key management list to the transmission-destination terminal (col. 
1, lines 24-26). 
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14. With respect to claim 1 0, Akachi discloses means for receiving a terminal 
identifier and a broadcast encryption key of a different terminal from the different 
terminal (fig. 7, element 107); means for encrypting the terminal identifier and the 
broadcast encryption key of the different terminal using a broadcast encryption key of 
said terminal (encrypts the broadcast data, col. 1 , lines 24-25); and means for 
broadcasting the encrypted terminal identifier and broadcast encryption key of the 
different terminal (col. 1, lines 24-26). 

1 5. With respect to claims 1 1 and 1 5, Akachi discloses searching the encryption-key 
management list table for the encryption-key management list including a start-terminal 
identifier of a received broadcast frame to extract the corresponding broadcast 
encryption key (the decoding unit 34 searches the key table, line by line, using the 
expression (1), and determines whether a MAC address exists that coincides with the 
register MR of the key table, col. 10, lines 26-30); and decoding a payload of the 
broadcast frame using the extracted broadcast encryption key (the subscribers decode 
the received encrypted signals using the private key, which permits only those 
subscribers who have contracted for reception to watch and listen to the broadcast, col. 
1, lines 25-29). 

16. With respect to claims 12 and 16, Akachi discloses encrypting a payload of the 
broadcast frame using the broadcast encryption key stored in the generated-key table 
(a transmitter encrypts the broadcast data, col. 1 , lines 24-25); and transmitting the 
encrypted broadcast frame (transmits the data, col. 1 , lines 24-26). 
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17. With respect to claims 13 and 17, Akachi discloses receiving a terminal identifier 
and a broadcast encryption key of a first terminal that are encrypted using a unicast 
encryption key between the first terminal and the second terminal (fig. 7, element 107); 
decoding the encrypted terminal identifier and broadcast encryption key of the first 
terminal using the unicast encryption key (the subscribers decode the received 
encrypted signals using the private key, col. 1 , lines 25-29); encrypting a terminal 
identifier and a broadcast encryption key of the second terminal using the unicast 
encryption key (encrypts the broadcast data, col. 1, lines 24-25); and transmitting the 
encrypted terminal identifier and broadcast encryption key of the second terminal to the 
first terminal (A transmitter encrypts the broadcast data, using the private key, and 
transmits the data via a satellite, col. 1 , lines 24-26). 

18. With respect to claims 14 and 18, Akachi discloses receiving a terminal identifier 
and a broadcast encryption key of a first terminal that are encrypted using a unicast 
encryption key between the first terminal and the second terminal (fig. 7, element 107); 
decoding the encrypted terminal identifier and broadcast encryption key of the first 
terminal using the unicast encryption key (the subscribers decode the received 
encrypted signals using the private key, col. 1, lines 25-29); encrypting the terminal 
identifier and the broadcast encryption key of the first terminal using a broadcast 
encryption key of the second terminal (encrypts the broadcast data, col. 1 , lines 24-25); 
and transmitting the encrypted terminal identifier and broadcast encryption key of the 
first terminal to a third terminal (A transmitter encrypts the broadcast data, using the 
private key, and transmits the data via a satellite, col. 1, lines 24-26). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from tine 
examiner sliould be directed to SHAHROUZ YOUSEFI wliose teleplione number is 
(571 ) 270-3558. The examiner can normally be reached on Monday-Thursday 9:00- 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 5712723799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (BBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

IS. Y./ 

Examiner, Art Unit 2132 
05/21/2008 

/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2132 



